
Teaching Sophos XGS Firewall requires a structured approach to ensure that learners grasp both 

the theoretical and practical aspects of the firewall. Below is a comprehensive outline for 

teaching Sophos XGS Firewall: 

 

Outline for Teaching Sophos XGS Firewall 

1. Introduction to Sophos XGS Firewall 

 1.1 Overview of Sophos XGS Firewall 

o What is Sophos XGS Firewall? 

o Key features and benefits 

o Comparison with previous versions (XG Firewall) 

 1.2 Licensing and Models 

o Licensing options (Home, Standard, Advanced) 

o Hardware and virtual appliance options 

 

2. Getting Started with Sophos XGS Firewall 

 2.1 Initial Setup 

o Unboxing and hardware installation 

o Connecting to the network 

o Accessing the web admin console 

 2.2 Basic Configuration 

o Setting up admin credentials 

o Configuring network interfaces (WAN, LAN, DMZ) 

o Setting up system time and DNS 

 2.3 Firmware Updates 

o Checking for updates 

o Upgrading firmware 

 

3. Network Configuration 

 3.1 Network Zones 

o Understanding zones (LAN, WAN, DMZ, etc.) 

o Creating and managing zones 

 3.2 IP Addressing and Routing 

o Static and dynamic IP configuration 

o Configuring static routes 

o Policy-based routing 



 3.3 DHCP Server Configuration 

o Setting up DHCP scopes 

o DHCP reservations 

 

4. Firewall Policies and Rules 

 4.1 Understanding Firewall Rules 

o Rule components (source, destination, service, action) 

o Rule order and precedence 

 4.2 Creating Firewall Rules 

o Allowing/blocking traffic 

o Configuring NAT (Source NAT, Destination NAT) 

 4.3 Advanced Rule Configuration 

o Time-based rules 

o User-based rules 

o Application control rules 

 

5. Security Features 

 5.1 Intrusion Prevention System (IPS) 

o Enabling and configuring IPS 

o Creating custom IPS rules 

 5.2 Web Filtering 

o Configuring web filtering policies 

o Blocking malicious websites 

 5.3 Application Control 

o Blocking or limiting specific applications 

 5.4 Anti-Virus and Malware Protection 

o Enabling scanning for HTTP, FTP, and email traffic 

 5.5 SSL/TLS Inspection 

o Understanding SSL/TLS decryption 

o Configuring SSL/TLS inspection 

 

6. VPN Configuration 

 6.1 Site-to-Site VPN 

o Configuring IPsec VPN between two Sophos firewalls 

o Configuring VPN with third-party devices 



 6.2 Remote Access VPN 

o Setting up Sophos SSL VPN 

o Configuring client access 

 6.3 VPN Troubleshooting 

o Common issues and solutions 

 

7. High Availability and Redundancy 

 7.1 Understanding High Availability (HA) 

o Active-Passive vs. Active-Active modes 

 7.2 Configuring HA 

o Setting up HA pairs 

o Testing failover 

 7.3 Load Balancing 

o Configuring load balancing for WAN links 

 

8. Logging and Reporting 

 8.1 Log Management 

o Viewing firewall logs 

o Configuring log storage 

 8.2 Reporting 

o Generating reports on traffic, threats, and usage 

o Customizing reports 

 8.3 Alerting 

o Setting up email alerts for critical events 

 

9. Advanced Features 

 9.1 SD-WAN Configuration 

o Setting up SD-WAN for multi-WAN environments 

 9.2 Wireless Protection 

o Integrating Sophos Access Points with XGS Firewall 

 9.3 Sandboxing 

o Configuring sandboxing for advanced threat detection 

 9.4 Zero-Day Protection 

o Using Sophos Synchronized Security for real-time threat response 



 

10. Troubleshooting and Maintenance 

 10.1 Troubleshooting Tools 

o Using packet capture and diagnostic tools 

o Checking system health 

 10.2 Common Issues 

o Resolving connectivity issues 

o Fixing configuration errors 

 10.3 Backup and Restore 

o Backing up configurations 

o Restoring from backup 

 

11. Best Practices and Security Hardening 

 11.1 Security Best Practices 

o Regularly updating firmware 

o Enforcing strong passwords 

o Limiting admin access 

 11.2 Hardening the Firewall 

o Disabling unused services 

o Configuring advanced threat protection 

 11.3 Compliance and Auditing 

o Ensuring compliance with industry standards (e.g., GDPR, PCI-DSS) 

 

12. Hands-On Labs and Practical Exercises 

 12.1 Lab Setup 

o Setting up a virtual lab environment 

 12.2 Practical Scenarios 

o Configuring a basic firewall setup 

o Implementing VPNs and security policies 

o Simulating attacks and testing defenses 

 12.3 Troubleshooting Labs 

o Identifying and resolving common issues 

 

13. Certification and Next Steps 



 13.1 Sophos Certification Path 

o Overview of Sophos Certified Engineer (SCE) certification 

 13.2 Advanced Training 

o Exploring advanced Sophos courses 

 13.3 Staying Updated 

o Following Sophos community forums and updates 

 
 


